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Abstract: Analysis of security protocol Swift implementations in IOS platform is important to protect the security of [0S
applications. Firstly, according to the security protocol Swift implementations, the SubSwift language, which was a sub-
set of Swift language, was widely used in IOS system, and its BNF were specified. Secondly, the mapping model from
SubSwift language to Blanchet calculus based on the operational semantic was presented which consisted of mapping
rules, relationship from the statements and types in SubSwift language to Blanchet calculus. And then, a method of gen-
erating security protocol Blanchet calculus implementations from SubSwift language implementations was developed.
Finally, security protocol Blanchet calculus implementation generation tool SubSwift2CV was developed with Antrl4 and
Java language. At the same time, OpenID Connect, Oauth2.0 and TLS security protocol SubSwift language implementa-
tions were analyzed with SubSwift2CV and Crypto Verif.
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1) 5 X5 PSS Swift 15 T4
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2) ##57 SubSwift i 75 %] Blanchet i 5. (1] I S 5
B, HEEAS SubSwift i S MIEA . A F|
Blanchet {51 A) BRI OC R 5 RN

3) $ M 224 i SubSwift T 5 St e 4
P03 Blanchet 85 Sl 55, FEIF R LAY
SubSwift i 5 Sjiti ¥ Blanchet i 5752 4= Bl T H

SubSwift2CV,

4) N HH CryptoVerif FFF & 1114 41313 Blanchet
T 92t 42 B T H SubSwift2CV, 43 HF OpenID
Connect 1%« Oauth2.0 ¥} TLS (transport layer
protocol) PM%E SubSwift 15 5 Sl 122 41 .

2 FMXIE
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K, SRR D 5 TR R A SR AT 5 A ST 105
BRAY. FH FS2PV L B4 22 A Pp 180 Fae 5 it o 4
ProVerif % N\1E 5 ——Applied PI 54, dEiH
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3 SubSwift 355 5 Blanchet ;5 &

3.1 SubSwift 355 R H BNF

Swift i 5 T4 SubSwift {52 X EH L& 2 A4
HZ. 1) Swift i 52 PRI S . A1
7€ X SubSwift i, 5 & Swift 1 5 T A,
KidE . 545, HT Blanchet ji 5 & Ff 22 4=t
BOERETE T, OB SR HOReASIRR, AR
77 )\ Swift %] Blanchet ({3 5E ML . 2) X C A 1K)
LAY Swift AT AT, IR 22PN
Swift St T 75 B AL OB SR 5 REIX 2 MR
KE X SubSwift ¥ 5, Jf5E X SubSwift 5 (1L
BHIEL, Wkl 1R,

SubSwift i 5 T EA S ITE AT RIEATER
(expression). i) (declaration). 433715 H)
( branch_statement ) 5 i % # & i) ( control_
transfer_statement ) o & 1A 015 ) 32 2 AL & H &
(value)- “Z# (variable) | IR H 714 3 (assignment)
HARIBHRIEA HEHRIAK (logical_statement)
&, 1T Blanchet M E &AW MEARIZHE, BkA
% 18 SubSwift if 5 ARSI« SubSwift i 5
FIEAE FEASRIAANE. MAELEL #
IS RIE NG . PR AR EEAT 22 A sk
Jti b R R AL MR 2R EEEET E .
SubSwift i F W] f A S T A TE ]
(import_declaration) . 7 & 5 #] (constant_ decla-
ration). AFE 5] (variable declaration). BR%(
B (functions_declaration) FIZEF B (class_ dec-
laration) . ‘T A IR A)JEF5 & Swift SO HE 45
M, o e XZMouE. BHlEEERH T
A R RAT M, AT SEIRACHS (1 Bk « SubSwift
B HEBEA)AES return WBA). throw ).
return WA T DS BT EAT 1R BR 50R (913 3 17 H R
B, [RINAL LR [PME . throw 1A) F T 2 5 Al
IR [EAR R AE B o /3 SOBE AR T 3R 4 R
PATHI A 115 . SubSwift 15 5 70 01l f) 2L
ARG if {EAJRT guard TEA) . if iAW« 2 ALY if

o

=]

statement ::=
expression
| declaration
| branch_statement
| control_transfer statement
| do_statement;
expression ::=
(identifier)|: type]
| assignment_expression
| logical_expression;
assignment_expression ::=
(identifier)[: type] = (identifier) ;
logical_expression ::=
(expression) == (expression) ;
(expression) != (expression) ;
(expression) & & (expression) ;
(expression) || (expression) ;
declaration ::=
import_declaration
| constant_declaration
| variable declaration
| function_delcaration
|class_declaration;
import_declaration ::=
import (class | var | func)(identifier);
constant_declaration ::=
let (identifier)[: type][ =(identifier)];
variable_declaration ::=
var (identifier)[: type][: <identiﬁer>];
function_declaration ::=
func (identifier){statements};
class declaration ::=
class (identifier) {statements};
control_transfer statement ::=
return_statement
| throw_statement ;
return_statement ::=
return [expression] ;
throw_statement ::=
throw expression ;
branch_statement ::=
if statement
| guard_statement;
if_statement::=
if (condition) {statements} [else {statements}];
guard statement::=
guard (condition) else {statements} ;

Bl 1 SubSwift i 5 1 EEHIRE R

Jrilf)<condition>{E & true B, #AT {statementsl};
M<condition>ffi 4 false i, FfH. if tBH)JF 1 else
Wh), BUIAT {statements2}, I EEHAT F 4
WHh). guard iAW 5 IF A SCEUAH AP ZhEE,
2 HAY Y guard J5 1 {statement} {E 4 true I $28k
it else T AJHAT T —2kilin) . AT RIA N false
N, BRPAT else iBf), FEBEH guard ¥5A)FCHS B,
3.2 Blanchet & & H BNF
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M, MAC 24 XIGE# hit MAC BRI
SRS, B, AR AR R T, A
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m ) MAC WAL EWE m BOE/EREER T . 1
Blanchet {54, MAC AR, 6 S HH
TRAEAE A, T i P B ok S S me A
TN TIRUEMBRER, B AT 20 i A A
BEAT BN BE ] . AR BR TVFZ A E L A )
B e, T Tl S AR RS e R 2
[ f¥) ¢ & . Blanchet ¥ 45002 — gt 37 22 4 B U
SRR AR S . K 2 45 T Blanchet 51
ERHTER .

4 LEL SubSwift IES SEHERIR WYL
Blanchet ;& 5 3 BYBR 5T 18 EY

FeT A X, f 22 42 PpY SubSwift T S
it 21 22 4P Blanchet J5 5 St (1) LS AR, 4 4]
3 TR Kz AN SubSwift T 5 S P ¥ R 1%
I BMCE IR i A h Blanchet 15T H [ 155
R o i fE . B4 446 Blanchet ¥
SErp A TE A, R R L R T 4y n )
Blanchet {8 & 838 A H . A
4.1 SubSwift 355 2l Blanchet ;& # H1E R BLST

7E 3.1 47z ) SubSwift i 7 - AL Kk
KA FIHEA) 30BN EHEEE .

FIAER F 2 L, T, WERIANX
FiZireik X . #ik X5 7] 2 Blanchet 5 5 [f) BNF
ISR KR DU Gt P 4 BT o 5 i a e value B 4 Blanchet
A a[: T], 48§ x e variable BS54 Blanchet
BEE I X T] » AR IAS assignment: x=a B
14 let...in W5H] lety: T=simp leterm in; &HHKIAF
Wiy 4 Blanchet 3 HH) (cond) , @i HFRIAK

logicaland : ¢, & &e, W 4% 4 (simpleterm) &&
(simpleterm) , 2 %% B logicalor: ¢ [e, Bt 4 4
<simpleterm> | <simpleterm> , ¥ #5F T Logical
equan: ¢, = e, WU (simpleterm) =(simpleterm) , %
i AN55 T logicalunequal : ¢ != e, MU 4 (simpleterm)

< (simpleterm) o

x,ylident,T |type
simpleterm:=
A:T]
|f(seq (x))
cond:=

simpleterm) = (simpleterm)
)
)
)

simpleterm) & & (simpleterm)

simpleterm) <> (simpleterm)

simpleterm

(simpleterm)
|
|
| [|(simpleterm)
|

{
{
{
{

term:=

new x:7;

|let y:T =simpleterm in

|if (cond) then (term)[else (term)]

|find (simpleterm) suchthat defined (cond) then
event:=

[inj] x{seq(T)].
queryterm:=

(event)
| (simpleterm)
|{queryterm) & &(queryterm)
|(queryterm) | (queryterm)
query :=

query secret x.

| query secret! x.

| query (event) ==>(queryterm).
funtion:=

fun ident(seq(7)): T [compos].
channel:=

(indent)[seq(term)]
channels:=

channel seq(indent).
pattern:=

x

[=(term)

Iseq(x)

|seq(pattern)
outprocess:=

x{;outprocess]

|event y[seq(x)][;outprocess]

|new x:T[;outprocess]

|let (pattern) = (term)[in (outprocess)]
[else (outprocess)]

|if (cond) then (outprocess) [else (outprocess)]

|find (simpleterm) suchthat defined (cond) t
hen[else (outprocess)]

|out((channel),(term))[;(inprocess)]
inprocess:=

0

|in((channel),(pattern))[;(outprocess)]

| (inprocess)| (inprocess)

||(ident)(inprocess)

2 Blanchet 51 BRI
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SocketIZIZ i B JEIEHNIn()

I
i

Vs

€3 SubSwift i = #| Blanchet ¥5 5 [ W5 455 78

SubSwift# & X i 7] BNF Blancheti §7 if 71) BNF

a[:T]
X[:T]

[logicalunequal: ¢/!=e,]

[lety:T =simpleterm in |

‘<5impleterm>& & (simpleterm)

[(simpleterm) || (simpleterm )]

‘<simpleterm> = (simpleterm)

I L O

‘<simpleterm> <> (simpleterm >‘

4 SubSwift i 5 %A 3 Blanchet 5L BNF WL L

SubSwift 7 5 7 B 1t 11) 2 Blanchet 15 ¥ BNF
WA SR UIP 5 FT7R. SubSwift i 5 11 7 B 15 Ay 3=
TG SN, HEA, R REE,
KA. 1F Blanchet &, AfE7ES SubSwift
H import W R)RT N E A, PG, # e Al
SubSwift i 5 SZia % 4t 4 Blanchet J5# AR Y [ ok 2
HB R import WY, S .

SubSwift7s B 1 fAJBNF Blanchetifi 5 i fJBNF

N
constant_declaration:
let x[:T)/let A[:T]=a =
[ variable_declaration : var x[: T ]|
[ variable_declaration:var x{:T]=a] = [let y:T =simpleterm in |

function_declaration:
func f(x:7,...){fun_body;}

[class_declaration : class A {}] =

= [fun ident(seq(T)): T [compos]]

KI5 SubSwift if 7 74 B i U % Blanchet J#{45 ) BNF Wi 5 &

Swift 15 75 Jk A1) 3] Blanchet v 5 1) BNF 1t
BHCRWIE 6 FTk. SubSwift i fkht 4 Blanchet
AL TER) I, TR — 4% SubSwift i) statement : S it
Y & Blanchet ¥ & o i N B o 2E R R
(outprocess / inprocess) A~ SubSwift i T

code block : {S*} Wi &) Blanchet J5 55 H i A\ sl
H HEFR TP IR 2 4% 1 1 (outprocess / inprocess) * ,  if
i f1) if_statement : if ¢ {P} else{Q} B4 4 if (cond)

then (outprocess)else (outprocess) , guard i fJ
guard_statement: guard e else {P}BLSS ) if (lcond)

then (outprocess) , guard i BG4 Blanchet V{45
R Af RN, AR R AT R R A
Hy else J& [ TE AJERAE guard U5 A) S AS ST I AT

2, else JaMTHARASHAT . BIHESESL4)
new_class:let x = class(e,e,,--) » Weif &) Blanchet
WA T new W A) newx:T , UH 2K T vk
class method: class.method(e,,e,,--) » WL 4 K
Blanchet 75 51 ¥ B 4 fun ident (seq <T )) :T [com-
pos]. SubSwift 1 5 &R 5L RIESEWGH
&L, XFWF Blanchet 59 out f1 in i H). Socket
Hi1¥) Send 7772 socket send :socket.send(x,, X, ,...) K
EVEE, BRGEh out ¥4 out((channel) , (term))
[;(inprocess) ; socket H1ff] Receive Jjik socket_
receive:socket. receive (x,,x,,---) TR B, BG4 in
WA in (<channel>,(term))[;(outprocess) o

Swifti FJBNF Blancheti#{ 5% 7y BNF
= <0utprocess/inprocess>
code_block : {S*} = <0utprocess/inprocess> *

if_statement :

ife (P} elselQ! 2‘ if<cond> then <outprocess>else <outprocess> ‘

cuard_statement :
guare. = ‘ if<!cond> then <outpmcess> ‘
guard e else {P}
new_class:
- = -new x:T
let x = class(e, e,,...)
class_method :
- = ‘fun ident(seq<T>) :T[compos]‘
class.method(e, e, ,...)

socket_send : v
socket.send(iy,x,...) = ‘0ut(<channel>,<term>)[,<1nprocess>]‘

socket_receive :

socketreceive(x, ... = ’in(<channel> J(term))[; <Outpr0cess>]‘

Kl 6 SubSwift ifi 5 3L AT A% Blanchet 5 (1) BNF WUt X R

4.2 SubSwift &S Zl Blanchet & & H £ B iR 5t
SubSwift i & Al Blanchet 15 5 & 008 MiE =,
PE I E X AE T, SubSwift 1 75 H S A
WIEAY int. RS REVE AU floats WK BEVE i 2
double ZE#B SubSwift i 5 W4t & I IMAE
Blanchet y#5 4, Br5% MRS 24 WA
43 Hie i 2570 2 1 Blanchet 3 51056 & LI 4,
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BRI

SubSwifti& = BNF SubSwiftiZE = i

IR
Y

2 P SubSwifti &5 SHETE A A AT

PSP

Y
2z 4P SubBlanchety# 4 520

7 @A Blanchet 35 5 90 AR i TR TF AR A

Antrl4 T HAEEW . AbHE, PATEGRIE 31t
SO R ES W A SOAS, B2 N T 2R
. LHAHESE, Antrl4 T HIGUEWTES Listener #l
TR TR ANTE 5 N A TRR B, P RS Aok
ZR DU 0 J6 15 T 063 R 5 R IS 8 I AH S (1) 3 4 B AT 5k
e e e A A . LN Antrl4 T H A LR Wr
2% Listener KJF &4 A L H SubSwift2CV, 1411t
FEUTE 8 Fr7m. B HE SubSwift i 5 1¥) BNF, M
JI Antrld T HJT & SubSwift i 55 il v: /> M1 28 1%
SR ARJEHIN LAY SubSwift 1 S, I
FH A1 43 B #4800V 0 i i ok LB AT 1) 9% 43 A
VR T, 133224103 SubSwift i 5 St vE A4
Hr#% o 5 SubSwift iff 5 £ Blanchet J{ 535 5 [
OGP R I 2 AL SubSwift i 5 S i
VR ATRY, A A0 Blanchet V57500 .
Ji A Blanchet 18 555 V200 ) 56 36 A8 J 1) 22 A Pp i
Blanchet j 57 52 it o

JHiE

B g, S A SubSwiftiEE
TR LN A AL

'

i AntrliEEAHT T A |

'

| subswinigz i spimmims g |

'

// i\ 224 L SubSwifti 2 92 //

Y
S BT EIEOATR B R &L
SubSwifti & JeHiIEE AT

'

3 [ % 2 BN SubSwiftiE 5 SR TE I /M
F1 F SubSwifti 2 2 Blanchetii 3% = A gt
*F, AL BlanchetyH H

v

FRAEBlanchet i FLEEHLIG,
5835 % A il Blanchet i H IR AL

4K

8  SubSwift2CV JF & id 2

5.1 L&Y SubSwift &S SLHEIE XS

I Antrld T H X 22 4 Ppil SubSwift i 5 5K
JEAT VLN, FEIRICZE A P L SubSwift 1
SO EVE ST R . EJEAR Y SubSwift i T IR A
T IF & SubSwift i 5 VA 5 BT % 06 42 4 il
SubSwift i & S AT VAT, bR B e 4
P SubSwift 1 5 S (1] 7k 0 R P A . SRIE R
P SubSwift 1% 75 5 VE U JT & SubSwift 1 75 i
AT AR, S IRTFIR 22 A VMY SubSwift i it
W VE JG P A HEAT VB VR A M, B 2 4 B
SubSwift i 5 St & 15 7775 SubSwift i 5 1 VA M
W, 2RFA S WA 2 A Pl SubSwift i 75 S i
(B TR . SubSwift 5 5 1l 5 43 AT 4% FIiE v:
MR TIT RSN 9 s o

-

SubSwiftParser.java

SubSwiftLexer.java

Antrl4 -listener -no-visitor SubSwiftListener.java

~
| |

| |

@ -encoding UTF-8 =| |
- | SubSwiftBaseListener. java|

| |

| |

/

SubSwift.tokens

SubSwiftLexer.token

I\
9 SubSwift ifi 7 WL Ak T & b B
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AT SubSwift i 5 1% 70 Bt 4 A 73
Mrés, B4 SubSwift.gd AR I/ SubSwift i
5 VA RS 0 . $04T SubSwift.gd T
1 2 R R TV 43 A AH OQ SCA » SubSwiftLexer.java
& SubSwift 750 M ds, H5 SubSwift £ fiHH
4 B3i JG F 7 41l . SubSwiftParser.java J& SubSwift
VL M ds . R BRI O B A BEAT VR A0 AT .
SubSwift BaseListener.java HiWr#s Listener #X
WS
5.1.1 SubSwift # 3 A 547 5

VA M e B B NS TR AT, JFAR
B 5 SCIAY ] 32 08 U 05 I ff 5 #3m] o0 3% e HL
P, TR i N U R A5 #4023 1A B T
RFPH, R HAE BT AR N o RS ]
TLRFAE —AMALKFS) 1, AT E.
FORIRRT. BER . RS, Antrld THA]
DARR A & SCIF) SubSwift i & Wl vE ML) B 346 A2 1
SubSwift i 5 W2 7 T4 SubSwiftLexerjava, fE
SubSwift.gd SCAFHE SCIRERL . 7E SubSwift
WET, WREAREAmRE. BUERAE, fEivEM
WS SCH S AR BEEUE N true B false, 1Y :
boolean_literal: 'true'|'false’ o #£I0] 73 Sk — 2 il 44
(binary literal). J\#E#il40 Coctal literal) %%, I
AR AT E 10 s .

integer_literal

:Binary literal

|Octal_literal

| Decimal_literal

| Hexadecimal_literal ;
Binary literal :'0b' Binary literal character;
Binary literal character:[01][01]+;
Octal_literal:'00' Octal literal character;
Octal literal character:[0-7][0-7]+;
Decimal literal: [0-9][0-9]+;
Hexadecimal literal:'0x' Hexadecimal literal character;

Hexadecimal literal character:[0-9a-fA -F][0-9a-fA-F]+;

B 10 SubSwift i & H 1T VAR

K7 s 5 T BA [ E & SO AR IR
£, XEERIART HBeE AR -, ARERCE €
SRR RST . 7F SubSwift iE 5, 5 Xk
WK 1 R

Ei%d 539 4%
IMPORT :'import ' SNIEAOPS: =2
LET  :'let' CAnVELIPR: g
VAR 'var' AR W] S
FUNC :'func' EPASELIPS 2
CLASS :'class' EELEPS e
IF Sif!
ELSE  :'else' 53 SR BT
GUARD :'guard'
RETURN:'return ' N VAN A2 haty i
THROW - throw }%’Eﬁﬂ%}%ﬁﬁjﬂ'ﬁﬁ%

11 SubSwift i 5 H ) K7

AP SubSwift S AR AR TR
HRRFR Z R BRI AT, AR R B
Ha . KA MORFTIEE BB BUA R R
Ak, HARUECT I, SubSwift i & bR AL
RGPS

identifier : identifier head identifier character?;

identifier head:[a-zA-Z]|' ';

identifier character:[0 - 9]|identifier _head ;

identifier characters :identifier character +

AT B AEARBERT . BREER. W
IS SAT . RRISEFT LS. /£ Blanchet
B, AEEEERZREE, K EE%E
SubSwift ¥ & ia 5T i (KRR 18 FLAF AN IE s 5
7o SubSwift i 5 FHIZ ST E X 12 Fros.

assignment_operator :'=" / IRAB S 54T
logical_and & & /R SIERA
logical_or s | 1R EEE AT
logical equal d==" AT
logical unequal M= BRI EAT

& 12 SubSwift i & H B H AT

I REREP I E AN ALy,

A=)

BT T B9, MRIZEE. SubSwift i 5
(K373 545 € LAl 13 Bis .
LCURLY :'{'; 15K
LPAREN :'(’; =S
LBRACK :T'; [ 17EEE S
RCURLY :'}'; NEEP N
RPAREN :)'; /1A N
RBRACK :7'; REeL )
COMMA :''; /1184
COLON :':'; /185
SEMI B /1535
UNDERSCORE :''; s ES

K] 13 SubSwift i &5 H 50 AT
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A A SE TR ) e AP Swift T 7 S At A + 185«

£ SubSwift iff FAUS T, AL A%
ATHE S TEREAEAERNE S M b w] 2, L BRI E
W 5E SRk

WS : [ \n\r\t]+-> channel(HIDDEN) ;

block comment : '/*' (block_comment|.)*? '*/'->
channel(HIDDEN) ;

line_comment :'//".*? ("n'|EOF)->channel(HIDDEN)
Hrb, WS HIPEH R BIGHRATAF . 2 HIERAT,
Block _comment H & X2 2 ATHERE, line_comment
HhE IR BATYERE, channel(HIDDEN) R4 H &
7 SUBES 2SS SR
5.1.2 SubSwift i 2 iEE ST E

SubSwift 1 5 1L BT 4 N\ 2 4 VE 7 Hr
S Ja TR R R TR A RS E B0k
Ir AT A E B TR PR A TV R S5 K, KT
FEFPACRY VL R, 7 IR PP e TR 2S5
EIERG, AR GRS AT o

R Antrld TR 30k € X, AE
SubSwift.gd SRR IIE XK SubSwift T 5 11
VERU, 9w PEAT 2 J5 A2 ¥ SwiftParser.java SCAF,
B2l SubSwift i 5 #HEA Mt . SubSwift 1] BNF,
FEAUFERILATE R FITEA ., s ARz
s Ay, MRS SubSwift H i Ay I A BT,
SubSwift.gd SCAFI SCERN E LU R .

statement :
expression ;' 178
| declaration ;' I/l
|branch_statement ;' 1153 3R]

|control_transfer statement ;" /42 il ¥ 415 1)
SubSwift [ A i A EE A S IR E ) 1
iz SRR A TE A o A ) W1 variable[: Type]
=identifier , WHIZHRLIXWHEZHET . B
AT EARY . e AT RN < iden
tifier > == <identifier>. <identifier> != < identifier >.
<identifier > & & <identifier > A <identifier >
|| <identifier >, I BNF, AJLL#E SubSwift.g4
AR R AR STE R 5 S .
expression :
identifier[: type]
| assignment_expression
|logical expression
SubSwift 7 5 EETER A UIE A AR,
Wi W)L AR A B W] SR Sub Swift.gd

SCAF AR WA SGE R E AN 14 Bs.

declaration ::=

import_declaration

| constant_declaration

| variable declaration

| function_delcaration

| class_declaration;
import_declaration ::=

import <class | var | func> <identiﬁer>;
constant_declaration ::=

let (identifier)[: type][ = (identifier) |;
variable_declaration ::=

var (identifier)[: type][: <identiﬁer>];
function_declaration ::=

func (identifier) {statements} ;
class_declaration ::=

class <identiﬁer> {statements} ;

5l 14 SubSwift.g4 H s WTEAD Y SCIE RN

£ SubSwift i 51, FRFIENXHA). AHUIER)
Z Ak, HAbTE A GG 43 S ) R Rl e s g,
Hordr, 7308 A) FEAHE if 1A FT guard 1H5A), %
IR s ) T 3EAFE return 1A HT throw #H5), 1F
SubSwift.gd ST, SCEERUE SLUTE .

branch_statement :
if statement
| guard statement ;
if statement:'if ' condition_clause code block
else_clause;
else clause: 'else'code block |'else'if statement;
guard_statement :'guard' condition
clause 'else' code block ;
condition_clause : expression ;

control_transfer statement :
return_statement

| throw_statement ;
return_statement : return’ expression ;
throw_statement : 'throw' expression
5.2 Z4 1Y Blanchet & ¥ St % X
5.2.1 ¥ /5%A WX SubSwift 55 kiR R HTAY
F ParseTreeWalker 5 [ %241 SubSwift
VB SERETEIR TR . Antrld T ELIRTETR A 0T 45 G
¥ SubSwift.gd SCIFI, 23R4 € XK SubSwift ¥
BRI B B B VA B T A% ParseTree
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¥ iR o539 &

Listener % 11#)7$#% 11 SwiftListener 2 HERIASZIL
SwiftBaseListener, AL FE SubSwift 1 5 1B 1A+
REASHLGS B (1) Enter 77281 Exit Jiik. RAVRIE
LA [J; SubSwift 1 5 Va2 BTk o 240 ik [T o 18
FI) SubSwift 1 5 KM E U RN, St
KU BT NS Enter J73,  FERZEZEM Y R0 B
N ICAR I L ZFNS MR R SO0 S R i A
Wi 58 EAN AT RS, e A
TIPSR ) Bxit J7725.

5.2.2 %4 &% Blanchet /& 5 5236

I Antrl4 T H X} SubSwift 15 &) UEAT 7 145 2111
TEVE 0 AT B8 GV 3 B AL S8 1) 32538 e 0 9 40 i
PRI AT RS Bl I BR BN IS R 5 2
X [¥) Blanchet 5 S 0520, 3E I 5k43 Blanchet ¥
Hikh). MeRH Antrld T H AR 17 ——E i
TEVEM SKIREN Blanchet J5 515 f)

Hf#E SubSwift VAT T K SubSwift
A0 NIK) Blanchet {515 A /7 fif /F % SubSwift
TR TEVE A T B IR TS ey, LB () AR Y R0 Y,
(10 W SR {8 BRI AT 3R A3 5 4% SubSwift i TR I 1)
Blanchet 85 1H1) .

M SubSwift WL TR I B AR T8
it ] ParseTreeProperty 288 (17 B ov K H W7
1% getCV()~ setCV(), £33 SubSwift 1 &5 ¥ A\ i if
JITXF N ) Blanchet 51 7) . 7E SubSwift %4y
b, B, KRR T RN Blanchet {5
WA, ARJE, ORI H ORI AE 1% 1 B AR Y A
b B Y A Al R e DG R AT S SRR
KPR, FERIBAEZ b, B n, BAMER)
(R AR 7 50T O IR TR - 15 3 B Ay AN T ) B i O
Blanchet {5 5 (145 R . £ SubSwift2CV.java 3L
e A S CVEmitter. F-BL ov A B 7
1% getCV(). setCV(), getCVOH T 3REN S M arAR 1
R ORI AR B AE, setCVOH T M ST fid 1y
m HARME LR,

public static class CVEmitter extends SwiftBase-

Listener {
ParseTreeProperty<String> cv =
new ParseTreeProperty<String>();
String getCV(ParseTree ctx) { return cv.get
(ctx); }
void setCV(ParseTree ctx, String s) { cv.put
(ctx, s); }

DAAR 55 75 B S ARG TE R 9], U B A T
BT R o MR SubSwift i 7 £ Blanchet 5 5
(IS R ] S AR 5 7 B R A R A0 T8 ) var x[: T
XF K] Blanchet 5505 7)) BNF 4 new x: T 5 il
AZ 5 W s Al B varx[:T)=a X N
Blanchet i &5 5] ) BNF 4y let y : T = simpleterm
ino 7EAL &P B AJTEIE T b, AR AR I
ERIUE BARR BN initializer MY 20T H 4544
SETAFAE . BEAh, SubSwift T HT B &5 T
pattern_initializer ¥ s M. [K) BNF S x[: T]=a &
Blanchet J# 511 y : T = simpleterm 45 #4) &% N 1),
TR {E pattern_initializer 715 g6 WY R BESRHE s in
KA new =l let---in BT S SubSwift A28 7 B
4] 21| Blanchet y8 8005 A (1) #e 4.,

5.3 SubSwift2CV FREIRIT 5I15E A

SubSwift2CV ) EZ D) REMHE: bk
SubSwift & & St H AT WL M LT
HE iy % SubSwift 5 5 S it (1915 V5 M B B
J 3 7 SubSwift T 5 St 1) 75V 3 AT A, AR A I
G ST 24 SubSwift i E # Blanchet ¥ 57
(1) 4 B Y, A B - HY 1% SubSwift 1 5 St BT
XF K] Blanchet i 57 57t . SubSwift2CV Ft i =
BAAFE 3 AR, 002 Bori AR SubSwift
W St . SubSwift T S il 19 15 15 3 B R 4 R
SO Nif¥) Blanchet 55006 . H At vcH Wil 15
PR

|£ | SubSwift2CV - O X

A

K 15 SubSwift2CV i 741

6 LAEH

N H SubSwift2CV F1 CryptoVerif 43 #T OpenID
Connect 113, Oauth2.0 118, TLS B
SubSwift i 5 L4 tl, HIEEAE 16 Fiox.
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A A SE TR ) e AP Swift T 7 S At A <187 ¢

224 P SubSwiftSLji

24 Blanchet
WHAR TR
SubSwift2CV

ZailE 3k
ik T. HCrypto Veirf,

A Blanchet {54
Jofti gz kAR
Security[CV]

K16 ZhHT 2245 UMY SubSwift S 2 41 o HE 4L

I 16 W%, T4t SubSwift T w52
itz A PRI R B . e, R Al
SubSwift i 5 Siti; A5, KHFEA SubSwif2CV
t, AR 4 MY Blanchet WS, fen, K%
Blanchet jii & 52 it 546 4 CryptoVeirf [F% A, 1BEif
NH CryptoVeirf 73 #r 24>t . R LA OpenID
Connect “Z2 WY SubSwift & & S 22 &M i 4
B, VEAH U MY SubSwift2CV Al CryptoVeirf 4347

__________________

OpenlD Provider

ZAPMN SubSwift 15 5 S A PRI R .
6.1 OpenID Connect & £ 1/ SubSwift i& & 3L i
BN
OpenID Connect ‘4L &% /7 i (client)
i P (end-user) A1 OpenID )WV g5 (OpenID
provider) 3 34k, OpenID Connect P 7]l
Fa (i Gimplicit flow) . UG (authorization code
flow) FIVEAU (hybrid flow) 3 Fioy AT 5 430
ik, ANFEF e ID Token A1 Access Token i
Bl 21 % 7 o 1) 7 SO A, G R R & X
e ARSCIEBERZ B RN 7 AT & 43 IAUE, 1D
Token FI Access Token M4 i &b HiR A, 28 F iy
AT UL 32 BUIR 55 45 I 326 TR 452 BURED i) 4 JL 2% i 175
3K ID Token 1 Access Token, iXFl = nl 4G %45
14 il #% . OpenID Connect FiMSLIK) ¥ 5L &5 A4
Kl 17 s

Gnd-usea

client

I 1) authentication reques
i

[ [ e,

|
»
-

Guthorlzatlon server) @ken endpomD Gserlnfo endpomt) h
T T T

i
2) authenticate end-user

e

i 3) obtain end- usericonsent/authorizatidn '

»l
|

) authentication response

,
:
:
:
:
:
;
: -
' i
4 n
-
:

5) token request

6) token response :

i

i i

i i i

i i i

i i i
-

T i i

i i i

i i i

client

& 17 OpenID Connect B3 i B &5

PR U3 AT B 43 500 1R 7 i v ST
& ERGFNEE ) URL KI%E4 OpenID fHEN R, 44
J5 W OpenID i N1 1 8, e 3k A
OpenID 3 75 (14 R 3 o - DRI A 4 FgEme )9+ 1) 1D
Token ZidH 7240, %) b4 i N 2 5
TR 4, HRIEG NI, MRHE
J i RENIE OpenID A 3 75 45 46 10E ki o e
OpenID AL f5 1 SCZAE A RIFASH, FEER
ﬁﬁﬁﬁ%/‘\ﬁﬁﬂﬂf‘” B AR BRI AL X ID Token 1
THF%54 . 24 OpenlD )3 5 I 21 25 7 iy A 3% (1)
%1%::@%” BB AN A RIES R . 4
OpenID )3 21 K H 25 7 vifg (1) 2 AR SR IS, 5%

B 1 S E S AT RE, RS AR 1D
Token Il Access Token MAHICSEL, F1n) & it K
154 R Y., 14T OpenID Connect % 4= 13 OpenID
HER R & SubSwift TS0, 45 H A 18
JoRe g5 R R 7 i e85 A IE OpenID £V 7

Carrier ¥ 10:19 PM
The result of signature verification is : true
The Client successfully authenticates the
OpenlID Provider!

4 18  OpenID Connect P} SubSwift 14 75 Sl 2 4 PE A0 My 45 51
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6.2 OpenID Connect &£ 1/ Blanchet ;& &4 F{

RHEZEMSH

TG, BRI 2 A Wil SubSwift 1 5 S 4
)\ SubSwift2CV. R, Gidinik o34t B i 2434t
HET AR 22 A il SubSwift St vE VR /AT B, 3 [T
TV BT , DT A= e 22 4> P01 Blanchet Y8 55 55 it o
I, B A 2 4 i Blanchet Y8 S5 SIC it 4 46k
CryptoVerif T H 4 AT 73 e, R Ek
R E R

SIS I 1K) OpenID Connect Y 4P* 2 i Aero
Gear T H #2411, 230 H 20U ¥ 58 3h i 45
BRI F & BT R BN E S, Hil, %
Iji H 345 Twitter. Facebook . Google %57\ @] 32 ¥,
S HTIZIH ] OpenID Connect S} X 4% 2 [A] %
A HAEEE .

OpenID Connect 224 /33K OpenID itV R, %
S SubSwift 5 S F A SubSwif2CV T H
Hh, S SE TP 19 R 20 k. 58T SubSwift2CV
T HA 1 OpenID Connect %2413 Blanchet jii{4H.5E
i, IR CryptoVerif W) A% A Crypto Verif
THA, Y2l ra Ran 21 Jos. 45
SRR P iR AE OpenID HER R .

| £ SubSwift2CV - O X

et lacalHeimaall = Heimaall ( publicTag: pu ~ [P ="'

[t publicKeyString String = heimdal puplic  [>'3tement
[declaration

constant_declaration let
pattern_initializer_list
pattern_initializer
patiern
dentifier_pattern
dentifier publickeyTag
ype_annotation

ype

ype_identifier
ype_name

centifier String

[rew publickeyTag:keyseed

new privateKeyTag keyseed

new localHeimaall

et publickeySting:pkey=pkgenipuslickey) in
et privateKeyString skey=skgen(privateKeyTag
channel ¢1

out(c1,(publickeyTag publickeystring)

channel c2
in(e2,(client_id,client_secret,client_redirecturl)

Tl v

/Send the Publickey to the Client

server. send( publicKeyTag, publicKeyString
et (client_ig, client_seeret, client_redirectlr)
et authCode:String = Randemstring. getRa

IReceive the Token Request
et (grant_type, code, clientid, clientSecret, 1|
rorant_type ==~ authorization_code "¢
if clientld == client_id && dlientSecret == cl
if code == authCodef
letid_token: String = Randomstring.getf =

new authCode String

channel c3

in(c3.(grant_type, code, dlientld clientSecret redi
i arant_type = authorization_code then

i clientig=client_id&&clientsecret=client_secre|

let access_token: String = Randomstrin| [Malizer B f code=autnCode then
et token_type: String = "Bearer 25! anment operator = new id_token:String,
expression

let expires_in’ int = 3600
var signstring:String = lecalHeimdall sigl
server.send(id_token, signString, acces

Inew access_token:String

new token_type:Siring

Inew expires_inint;

(et signstring signature=sign(id_token private

prefix_expression
postfix_expression
primany_expression
iteral_sxpression

channel c4,
= [iteral = Jouttc4,(id_token,signString,access_token toke|
] DM K} il I Ko ] I D
50 b} A it L: CRES

£l 19 OpenID {1t 5 Blanchet ¥ 55 552 ffi 45 A

[£] SubSwift2CV - [} X

//Send the information of Client te the OpeniD gftop_level

et clientid = "sa statement

et clientsecret ="123456 deciaration

et clientRedirectur = http:#192 168 1101 |Jcanstant_declaration st
lient i . cli i initializer_list
patiern_initializer
/IReceive the public Key of the OpeniD Provideffpatiern

et (publiciceyTag, publicKeyString) = client rea lidentiier_pattern

et keyData = NSData(bas e64EncodedString: efidentifier clientid

et partnerteimdall = HeimaallC publicTag

new publicKeyTag:keyseed;

new privatekeyTag keyseed;

new lacalHeimaall

et publicieySiring pkey=pkgen(publickey) in
et privateKeySiring skey=skgen privateKeyTag
channel c1

out(c1,(publicKeyTag publicKeyString))
channel c2,

in(c2.(client_id,client_secret client_redirectUr!

mD

new authCode:String
channel c3;
in(c3,(grant_type,code clientld clientSecret redi

assignment_operator =
/IReceiver the Token Response expression

et (idtoken, signs, accesstaken, tokentype, ex|prefix_expression

et result: bool = partnerHeimaall verify( idtoke Jpostix_expression
print(” The result of signature verification is © \(ifprimary_expression

7 parinerei erify( idioken, si
print(" The Client successfully authenticatesfliteral

> string_literal “sa

eisef statement

print( " The Client cant authenticate the Operfdeciaration
constant_declaration let

i grant_type = authorization_code then

i clientid=client_ig&&clientSecret=client_secre
i code=authCode then

new id_token:String;

new access_token:String;

new taken_type:String;

new expires_in‘int,

et signSiring signature=sign (id_token privatel
channel c4

|_expression

pattern_initializer_list = ||out(c4,lid_token,signString,access_token,toke|
L1 —T— I [l i I T =T i I D

&=L i £20 0 i

€ 20 OpenID % ¥ Blanchet i 47 S it

21 OpenlID Connect P} Blanchet 1 57 52 jfi 2 4> P4 1 45 S

6.3 Oauth2.0 1 TLS & £ 1/} SubSwift i& = 32/

LZEED

FHRRER J73, % Oauth2.0 22413 SubSwift
T S A A %7 Blanchet Y88 550 525 11 22 4 43 7))
AT, AR WK 22 FE 23 s,

iPhone 7 Plus = i0S 10.2 (14C88)

Carrier = 5:31 AM

The Client can not authenticate the

Authentication Server!

22 Oauth2.0 P SubSwift i 75 SZ it 2 4 PE o Hr 4

B SR

RESULT Could not prove event Client(x) ==> AuthCode (x).

D:\CryptoVerifl. 21

[& 23 Oauth2.0 #MY Blanchet J8 5 52t 22 4 1k 43 B7 45 9

P 22 FE 23 A4, Oauth2.0 Y SubSwift
1B 5 St M Blanchet 8 455Kt 1) 22 4 4 23 B 25 SR
— 31, XRWE P CANER AR 2%, B
5 iy WA B F2 AR B AN B8 1 1 1% 2 B A 1 ok
HBAUIRSS A o DA BEAUIR S5 2% 17 25 7 iy A IBAZ AN
R, WA R PE], P At
RESRAGILBZARY,  FERF AT HE .

[FFEHL, XF TLS 241X SubSwift i 5 5Lt
HIAEJ IR Blanchet 575 St 1) 22 4 1% 43 Sl AT 43
M, &5 5anlE 24 FE 25 i,

iPhone 7 Plus - i0S 10.2 (14C89)

Carrier ¥ 6:02 AM

The pre master key has the confidentiality!
The Client successfully authenticates the
Server!

K24  TLS Pl SubSwift i 5 St 2 4 P o #r &5 31

2018165-11



459 9] {5 U SR Y 2 Y Swift W S 2 e B <189«

€ 25 TLS HriX Blanchet ¥ 55 52t 2 4k 7 #r 45 S

Pl 24 A 25 7140, TLS 224t SubSwift
T T St A Blanchet y5 5 St 1) 22 A MR A3 BT 45 R
— 3, XRS5 RSl R,
REfS ORAUE T B R 2 v, HLR ) I BE 8 A UE ik
5545 o

7 HERIE

FETUHERT 10S P& B 2Pl Swift
T 5 S 2 AT b, X EORBRE TOS N 24
HAAEER . §e oLyl Swift 155
SEREAT AT, BEIMGE S 2 Al Swift SR
WM Swift i 5 T4 SubSwift. R JE AR 1F
T S, ## 37 M\ SubSwift i 5 21 Blanchet 75 55 1 i 5
B, 3R HS M 224 Bpi SubSwift 15 o5 52 b 22
481 Blanchet S 5 SEHME I 510, FEIT R 224l
Blanchet ¥ 552 i A i T L SubSwift2CV,  [7] i %}
OpenID Connect 1413« Oauth2.0 #3138 & TLS #pis ¥
AT . 453 OpenlD Connect 1313
Oauth2.0 #H3UFT TLS PN SubSwift 15 75 St 5
411X Blanchet 5 5 5 i 1) 22 4> P 43 #1 45 353
S P e S IAIE OpenID I3 71 P 3t TGvE
WIUERBUIR 45 %57, £F SubSwift %5 )7 b 5 i 45 %18
5 R H e fRAUE TS 2 R e, R P i AE A
TIF IR 25 2% i o

JF & B4 il Blanchet va 5 S A= i T E
SubSwift2CV AJEE A My, HUE iy hAS
HAEERAC S . AR RIE T LR 4 ANJ5TH Y
TAE: 1) XF SubSwift i 5 #HTY 78, FIHLAEE
ZERJRIE; 2) JETHAREAR, N Coq 3k
iE B SubSwift2CV T H W IE#itE; 3) i H
SubSwift2CV Fl CryptoVerif 43 H7 5 £ (1) ‘2 4= Ml
SubSwift St )2 Ak 4) FEASCHRE H AR TR ik Y
TR B A THE 0 #T 10S P& b KiEAT

FE 1122 451 Object C 8 5 S 1) 22 421k
SRk
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